All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns

SESSION TRACKS
Track 6 - CISO Track

Track 5 - ML/Crypto/Health/DarkWeb/Exfil

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X, Welcome note 2 Keynote ) Other

SESSION TYPES
(3 Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
07:30 AM Registration
h
! All tracks
08:35 AM Welcome - Opening Remarks
25m © BSN 1100 (Big Bunker Room)
All tracks
09:00 AM From Me to We: The Way of the Unicorn
45m © BSN 1100 (Big Bunker Room)

All tracks

@ ) Bryson Bort


https://events.bsidestampa.net/BSidesTampa2023

All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
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Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other

SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
09:00 AM Capture the Flag / Neon Temple Room
5h 45m © BSN 124

Neon Temple Village / CTF / Chill Room

10:00 AM You're in Cyber, Now What? - How to get in and stay in IT /
30m Cybersecurity
© BSN 120
Track 7 - Career Track
‘%\ Peter Bagley
10:00 AM Cloud Pentest Apocalypse
45m © BSN 1100 (Big Bunker Room)

Track 1 - Offense/Red Team

@ Beau Bullock



All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
10:00 AM Hook, Line, & Cyber: A Fisherman’s Guide to Building a Security
45m Operations Center
© BSN 1201
Track 2 - Security Operations
& Nick Gipson
10:00 AM Leveraging Tools from Other Departments (Engineering, Finance
45m and Logisitics) for Industrial Control Systems Cybersecurity
Assessments
© BSN 1102
Track 3 - Audit/Compliance/Risk
4‘ Anne Ferrando-Klemet a Michele Jewell
10:00 AM Managing Technical Experts
45m © BSN 115

Track 6 - CISO Track

Timothy Pivnichny



All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
10:00 AM Please Take My Job: Developing Machine Learning Strategies to
45m Enhance Security Operations
© BSN 118

Track 5 - ML/Crypto/Health/DarkWeb/Exfil

,ﬁ“ A.J. Ledwin

10:00 AM Tale of Two SaaS Providers around Session Hijacking - A case

45m study in Vuln Disclosure Response, Session Hijacking & the
Realities of Reverse Proxies in Compromising SaaS Accounts
© BSN 1301

Track 4 - Offense/Privacy/Vulns

‘C'ﬁ)’ Tony UV
10:00 AM HAM Village
4h 45m © BSN 112

Villages
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(3] Presentation  fs Reception
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TIME

10:00 AM

4h 45m

10:00 AM

4h 45m

10:00 AM

4h 45m

10:00 AM

4h 45m

SESSION DETAILS

Lock Pick Village
© BSN 1101

Villages

Network Hacking Village
© BSN 111

Villages

STEAM Village
© BSN 123

Villages

Tampa Hackerspace Village
© BSN 123

Villages
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Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fis Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
10:45 AM Market Match Maker
30m © BSN 120

Track 7 - Career Track

‘ Haley Bastin

11:00 AM Catch a Wave: Surfing an Ocean of Hacking Possibilities with
45m the Flipper Zero

© BSN 1100 (Big Bunker Room)

Track 1 - Offense/Red Team

9 Kelly Albrink

11:00 AM Cloud Red Teaming: AWS Initial Access & Privilege Escalation
45m © BSN 1301
Track 4 - Offense/Privacy/Vulns

% Bryce Kunz
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SESSION TRACKS
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Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
11:00 AM Confessions of a Security Auditor
45m © BSN 1102

Track 3 - Audit/Compliance/Risk

P Stacey Oneal

L & J
11:00 AM Detection as Code - At Scale
45m © BSN 1201

Track 2 - Security Operations

@ Casey Martin

11:00 AM Lattice not into Temptation, but Deliver us from Evil
45m © BSN 118

Track 5 - ML/Crypto/Health/DarkWeb/Exfil

e Jeremy Rasmussen



All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
11:00 AM Making Security Intelligent
45m © BSN 115

Track 6 - CISO Track

9; Nicholas Carroll
\{

11:30 AM Maximizing Your Job Search with ChatGPT: Leveraging Al to
30m Stand Out in the Tech and Cybersecurity Industry
© BSN 120
Track 7 - Career Track
@ Suzanne Ricci
12:00 PM Cyber Risk Management for Florida's Critical Infrastructure
45m © BSN 1102

Track 3 - Audit/Compliance/Risk

&' Dan Holland
P 4



All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
12:00 PM Diversity, Equity, & Inclusion: The Paradoxical Effect & impact to
45m security
© BSN 115

Track 6 - CISO Track

ﬂ J. Carlos Vega

12:00 PM Exploit Prediction applied to CISA's Known Exploited
45m Vulnerabilities (KEV) list
© BSN 1301

Track 4 - Offense/Privacy/Vulns

@ Dan Corlette

12:00 PM Hacking AWS: Welcome to the Jungle
45m © BSN 1100 (Big Bunker Room)

Track 1 - Offense/Red Team

@ Mike Felch 9 Joshua Grose



All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X, Welcome note 2 Keynote () Other
SESSION TYPES

(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
12:00 PM Mental Health Incident Response- Effectively Mitigate Threats
45m to Your Wellbeing
© BSN 118

Track 5 - ML/Crypto/Health/DarkWeb/Exfil

a Kassandra Pierre

12:00 PM Security Operations with Velociraptor
45m © BSN 1201

Track 2 - Security Operations

am)

Eric Capuano ﬁ Whitney Champion

12:00 PM Resume Review *Bring Hard Copy of Resume!*
3h © BSN 1304

Track 7 - Career Track

10
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Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS
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Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X, Welcome note 2 Keynote () Other
SESSION TYPES

(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
12:15 PM D.E.C.I.D.E affirming that once you decide to be in cybersecurity
30m & take actionable steps--you're in cybersecurity
© BSN 120

Track 7 - Career Track

g Candace Williams

01:00 PM CyberSMART cities start in CyberSMART schools, your role in
30m convergence education.
© BSN 120

Track 7 - Career Track

@ Brandy Jackson

01:00 PM Down the Rabbit Hole
45m © BSN 1100 (Big Bunker Room)

Track 1 - Offense/Red Team

@ Ken Westin

"



All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X, Welcome note 2 Keynote () Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
01:00 PM Going Undercover in the Underground - a practical guide on
45m how to safely infiltrate and engage
© BSN 118

Track 5 - ML/Crypto/Health/DarkWeb/Exfil

a Michaelangelo Zummo

01:00 PM Purple Team: 101
45m © BSN 1201

Track 2 - Security Operations

01:00 PM So You Want To Engage In Cyber Warfare... Category: Other:
45m cyber warfare strategy
© BSN 1301

Track 4 - Offense/Privacy/Vulns

% Jon 'Cochise' Buzin

12



SESSION TRACKS

SESSION TYPES

All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations
Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other

(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME

01:00 PM

45m

01:00 PM

1h 45m

01:45 PM

1h

13

SESSION DETAILS

Zero Trust — Beyond the Buzzwords
© BSN 1102

Track 3 - Audit/Compliance/Risk

//;‘33 Melissa Bischoping

CISO Panel
© BSN 115

Track 6 - CISO Track

<ﬁ Jim Dayton (3 Dave Summitt "% Hadas Cassoria
(¢ !
@ Kishen Sridharan 9 Steve Hindle e Larry Whiteside
A

, Christina Shannon l Kenya Howard - Terrance Cooley

Panel Discussion / Mock Interview
© BSN 120

Track 7 - Career Track

g Peter Bagley @ Suzanne Ricci ‘ Haley Bastin



All tracks  Track 1 - Offense/Red Team  Track 2 - Security Operations

Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
02:00 PM 10 Years Hunting Zero Days in Weapons Systems
45m © BSN 1100 (Big Bunker Room)

Track 1 - Offense/Red Team

’ Brandon Ward

02:00 PM Conducting Security Assessments- Lessons for those being
45m assessed and those wanting to do it
© BSN 1102

Track 3 - Audit/Compliance/Risk

B Michael Brown

02:00 PM How to be a Whistleblower: Exfiltrating Sensitive Materials
45m Safely
© BSN 118

Track 5 - ML/Crypto/Health/DarkWeb/Exfil

@ Nikita Mazurov ‘ Kenny Brown

14
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Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other
SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
02:00 PM The DNS Paradox: Privacy vs. Security
45m © BSN 1301

Track 4 - Offense/Privacy/Vulns

a Andre Correa

02:00 PM The Sound of Silence - Monitoring Your Data Feeds for Failures
45m © BSN 1201

Track 2 - Security Operations

{ @'f # Jason Adipietro

03:15 PM Closing Remarks
30m © BSN 1100 (Big Bunker Room)
All tracks
03:45 PM Multi-Factor Authentication: Not the Fix We Were Promised
45m © BSN 1100 (Big Bunker Room)
All tracks

@ Erich Kron

15
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Track 3 - Audit/Compliance/Risk  Track 4 - Offense/Privacy/Vulns
SESSION TRACKS

Track 5 - ML/Crypto/Health/DarkWeb/Exfil  Track 6 - CISO Track

Track 7 - Career Track  Neon Temple Village / CTF / Chill Room  Villages

Registration X Welcome note 2 Keynote ) Other

SESSION TYPES
(3] Presentation  fs Reception

Day 1 : Saturday, April 01

TIME SESSION DETAILS
05:00 PM AWS Happy Hour at World of Beer
3h Q@ World of Beer
All tracks
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