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Chris Peacock - Principal Detection Engineer

● Detection Engineer
● CTI Analyst
● Incident Responder
● Threat Hunter
● SOC Analyst
● Purple Team Lead
● Network Engineer
● GCTI, GCFA, GCED
● Top 20 Sigma Contributor
● Top 10 LOLBAS Contributor
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Current Landscape
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Blue
Team

Red Team

CTI 
Team

Siloed Teams



● No validation

○ Can we actually detect our adversaries?

■ If we do what level alert is it?

○ Do we need to conduct Detection Engineering?

○ Are there logging gaps?
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Blue Team Landscape



● Focused on atomic indicators of compromise (IOCs)

○ Hashes, IP addresses, Domains

○ Not always focused on:

■ Procedures

■ Behavior-based information & human element

● May focus on all adversaries and not our threats
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Cyber Intel Team Landscape



● Hides their tricks

● May not replicate what adversaries do

● Often strained resources due to re-tooling

● Most organizations don’t have a red team!
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Red Team Landscape
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Shifting Landscape
Into Purple



@teschulz 9

Moving Purple Forward



● What are our adversaries doing?

● What procedural variance could an adversary use?

● Do we have test coverage of the adversary?

○ Can we validate detections?
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Threat Understanding



● Are the behaviors logged or not?

○ Are there visibility gaps?

● Do the actions trigger alerts?

○ Do they need tuning or elevation. Eyeballs on Alerts!

○ Can we develop alerts?

○ Have detections been validated?

● Is the response correct?

○ Marked as false positive?
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Detection Understanding
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Threat 
Intelligence 

Tracking

Detect & 
Respond

Attack

ATTACK. DETECT. RESPOND.
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Why Purple Team?

● Test TTPs

● Train 
defenders

● Test 
process 
between 
teams

● Replay Red 
Team 
Engagement

Foster a collaborative culture and mentality!



● Security Operations

○ Prevention, Detection, & Response

● Legal and Regulatory

● Business Enablement

● Governance

● Risk Management

○ Still no risk assessment around LotL

● Identity & Access Management
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All 3 Teams Drive SecOps

https://pbs.twimg.com/media/EYoCynnXkAAK71v?format=jpg&name=4096x4096
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Goal: Shift Left of Boom (Impact)

Actions on Objectives

Installation and Command & 
Control

Delivery and Exploitation

Reconnaissance and 
Weaponization

CIA
IMPACT

RECON

Access

Post-Access

Business Value



Why Assume Breach?

● Efficiency in Testing - Cost

● Phishing Works

● Insider Threat

● Zero Day

● Misconfiguration

● Already breached



Cost of Zeroday
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Operationalized Purple Team

New CTI or TTPs
● CTI, Red, or Blue 

discover/share/notify
● Assign CTI, Red, and Blue 

Team member

Detection Engineering
● Detection Understanding
● Deployment, Integration, 

Creation
● Repeat attack for training 

and validation
Emulate Attack

● Threat Understanding
● Deployment, Integration, 

Creation

Analyze & Organize TTPs
● Map to MITRE ATT&CK
● Correlate with previous 

tests

Tabletop Discussion
● Expected Detection and 

Response
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Where to start



Atomic Red Team Test
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https://atomicredteam.io/defense-evasion/T1218.005/



Invoke-Atomic
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https://detectionlab.network/usage/atomicredteam/



Testing Cycle
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Test Test the execution of the behavior

Log Verify logging exists

Alert Verify alert and adjust as needed

Respond If testing response, was it correct?

Variate   Repeat or variate to validate detection



No Alert?

23https://www.nextron-systems.com/aurora/



Aurora
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Sigma Rule
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https://github.com/SigmaHQ/sigma/blob/0.22-2415-gb2e9b47e9/rules/windows/process_creation/proc_creation_win_whoami_execution.yml



SIGMA

● Snort = Traffic
● Yara = Tools
● SIGMA = Procedures & SIEMs

https://www.networkdefense.co/courses/sigma/

https://www.networkdefense.co/courses/sigma/


Sigma Translation
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https://uncoder.io/



Cool, but…

tasklist

Process 
Discovery   

T1057

Get-Process CreateToolhelp32Snapshot Function

wmic process get /format:listWindows Command Line
T1059.003

PowerShell
T1059.001

Windows Management Instrumentation
T1047

Native API
T1106



Cyber Threat Intelligence

https://www.incibe-cert.es/en/blog/active-defence-and-intelligence-threat-intelligence-industrial-environments 

https://www.incibe-cert.es/en/blog/active-defence-and-intelligence-threat-intelligence-industrial-environments
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ATT&CKing the Status Quo: Threat-Based Adversary Emulation with MITRE ATT&CK - Katie Nickels and Cody Thomas

Direction: Cyber Threat Intelligence (CTI)

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536260992.pdf


Detection Engineering Intel Focus

● Purpose is to detect suspicious events that may be indicative of a malicious 
actor.

● Areas may include:
○ SIEM
○ EDR

○ YARA
○ SNORT
○ IOC Feeds

Vendor Focus

Our Focus

David Bianco: http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html


● How the adversary conducts the their techniques
○ Best for emulation and detection validation

Procedures

Tactics
TA006 - Credential Access

Techniques
T1003.001 - OS Credential 
Dumping: LSASS Memory.

Procedures
How the technique is 
carried out. For example, 
the attacker used 
procdump -ma lsass.exe 
lsass_dump

https://www.scythe.io/library/summiting-the-pyramid-of-pain-the-ttp-pyramid 

https://www.scythe.io/library/summiting-the-pyramid-of-pain-the-ttp-pyramid


● Focus on the human element and behaviours
○ Training
○ Tools
○ Approved Actions
○ Runbooks
○ Habits

● Conti Playbook Example
○ “In one case, we observed the operator copying and pasting commands from a script, 

neglecting to provide the actual IPv4 addresses as the required parameter” -TheDFIRReport

Procedure Level - Focus on Human Element

https://thedfirreport.com/2022/03/07/2021-year-in-review/

https://thedfirreport.com/2022/03/07/2021-year-in-review/


34

APT1 & Conti 

https://www.mandiant.com/sites/default/files/2021-09/man
diant-apt1-report.pdf

https://github.com/scythe-io/community-thr
eats/blob/master/Conti/Conti_Playbook_Tra

nslated.pdf



● What are the threats doing?

○ Mshta.exe with WAN connection

○ Whoami execution
■ May scope to execution

with certain command line
parameters

Micro Tests



● What are the threats doing?

○ Mshta.exe with WAN connection

○ Whoami execution
■ May scope to execution

with certain command line
parameters

Micro Tests



Full Replication

https://thedfirreport.com/2022/04/25/quantum-ransomware/



What Happened?

Lorem ipsum Ipsum dolor amet dolor   

● Lorem ipsum dolor sit 
● amet nec at adipiscing 
● risus at dolor porta 

1 Lorem ipsum dolor sit 
amet nec at adipiscing

● Lorem ipsum dolor sit 
● amet nec at adipiscing 
● risus at dolor porta 

2 Lorem ipsum dolor sit 
amet nec at adipiscing

Alert Alert Level & NotesProcedure

● No Alert
● One Sigma Recommendation

1 ipconfig /all

● No Alert
● One Sigma Recommendation

2 systeminfo

● Low Alert
● Tune if needed & Raise Alert Level
● Two Sigma Recommendations

3 whoami /groups

● No Alert
● One Sigma Recommendation

4 net config workstation

● No Alert
● One Sigma Recommendation

5 net use

IcedID Initial Discovery
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Options!

https://ctid.mitre-engenuity.org/our-work/micro-emulation-plans/ 

https://ctid.mitre-engenuity.org/our-work/micro-emulation-plans/


Purple Team Exercise Framework
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https://github.com/scythe-io/purple-team-exercise-framework 

https://github.com/scythe-io/purple-team-exercise-framework


https://github.com/scythe-io/purple-team-exercise-framework/tree/master/Templates 
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Templates

https://github.com/scythe-io/purple-team-exercise-framework/tree/master/Templates


Happy Hunting


